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Introduction Resutts
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Quantum key distribution (QKD) enables the establishment of shared
secret keys between distant parties by leveraging fundamental o °
prinCipleS Of quantum meChaniCS [1 ]. I:er;j::ti:geacc;?:rs-iijgg correctly predicted per key by CA " Deae%iin65
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In Trojan-horse attacks Eve injects bright light into the quantum
channel and takes advantage of unwanted reflections within the QKD
transceiver. [2,3]
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 Reflection points located between the laser and the intensity

modulator (IM). * Experimental results

Ck {* cp‘ @ {} agree well with the
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* The reflection point’s position determines the times at which the probe
light returns to the IM for the second time.
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& X Smulation v has a significantimpact
* We define the normalized round-trip time 20 - P - on Eve’s ability to guess
V = 2Ln : 3 2 5 6 : 5 the qudit sequence
T cT ’ v

that quantifies the time that the probe-light takes between its two passes
through the IM, in bin-width units t.
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Conclusions

e Three distinct classes of back-reflections:

~ N 0\ ~ O\ * We have provided an open-access simulator that accounts the hardware-
Probe light that c Probe light that e Probe light that e specific parameters to allow for system-specific security analyses against
arrives at the IM arrives at the IM arrives at the IM this type of attack.

outside its Inside its Inside its

transmission window | | transmission window transmission window The results found here add another countermeasure that can be deployed
on both passes. on one pass. on both passes. by Alice for time-bin QKD: the choice of the normalized round-trip time
K / K / K / and the dimensionality of the time-bins.

Post-processing The prediction accuracy of Z-basis states increases when X-basis states

are included.

* We developed two processing algorithm:

* Single-cycle algorithm (SA);
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